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Abstract 

 

Recent research on image encryption schemes has focused on chaotic systems in order to meet the demand for real-time 

secure image transmission over the Internet.  In this paper, we propose a new image encryption scheme based on Shimizu-

Morioka chaotic system. The scheme consists of two stages: the confusion (mixing) stage and the diffusion stage. In the 

confusion stage, we utilized the rich chaotic properties of the Shimizu-Morioka chaotic system by solving the system N 

time’s steps using Euler’s method and scrambled the positions of the pixel values of the image using the randomness of the 

solutions obtained from the chaotic system. In the diffusion stage, we generate N (where N is the size of image per colour) 

random integer numbers that is non-periodic and performed MOD and bitXOR operations on the shuffled image using the 

random numbers to obtain encrypted (diffused) image. The proposed algorithm is tested on a standard RGB image that is of 

size 256x256 and is stored with TIFF file format. Performance analysis on the proposed scheme such as the statistical anal-

ysis and the sensitivity analysis show that the proposed encryption scheme is reliable and strong enough to withstand dif-

ferent attacks. 
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1. Introduction 

We are in an age where information is an asset that 

has value like any other asset. Information dissemina-

tion has continued to be much easier than before ow-

ing to the rapid advancement in communication tech-

nology. Today, huge amount of information (in form 

of text, image, audio or video) are transferred across 

the world over a public network called the Internet, 

though efficient is highly insecure, and therefore ex-

posed to various threats [13]. The need to protect sen-

sitive images from unauthorized person wanting to 

have access to them becomes necessary. Image securi-

ty is based on cryptography, which is the technique 

that transforms information to be transmitted into an 

unreadable and unintelligent form by encryption pro-

cess so that only authorized persons can correctly re-

cover the information by decryption process and is 

generally acknowledged as the best method of infor-

mation protection and image security [4, 5]. 

Traditional encryption methods which include Ad-

vanced Encryption Standard (AES), Data Encryption 

Standard (DES), International Data Encryption Algo-

rithm (IDEA), Rivest-Shimar-Adleman (RSA) algo-

rithm, ElGamal algorithm have been effective solu-

tions to the information security problems [6, 14]. 

They are still being used heavily in different forms of 

information security. However, they are primarily de-

signed for text and though can be used for image en-

cryption, are usually found not suitable due to the fol-

lowing three reasons: (i) Image size is always very 
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large and therefore needs more time to encrypt it with 

the traditional methods, (ii) A decrypted image need 

not be exactly the same as the original image, since 

decrypted image with small distortion is usually ac-

ceptable due to human perception property and the 

high redundancy of image data, (iii) Digital image 

contents are strongly correlated and this feature is not 

used by the traditional methods thereby affecting their 

encryption efficiency [1, 6, and 12].  

 

To improve efficiency and security of image encryp-

tion, numerous image encryption and hiding schemes 

were proposed. Among these schemes, the chaos 

based encryption schemes turn out to be most attrac-

tive to many researchers because of its interesting 

properties which includes sensitivity to initial condi-

tion and control parameters, deterministicity and the 

ergodicity [1, 6].These properties of chaos have much 

potential for application in cryptography as it is hard 

to make long-term predictions on chaotic systems and 

that means the scheme utilizing these properties will 

be strong against the statistical, the differential, and 

the brute-force attacks [13]. The application of chaos 

to encryption of digital images started in 1997 by 

Fridrich and since then, many researchers applied 

chaos to different fields of image security [2]. In this 

paper, a three-dimensional Shimizu-Morioka chaotic 

system is used in developing and implementing an 

image encryption scheme. 

 

2.   Shimizu-Morioka system 

 

The Shimizu-Morioka system is a classical three-

dimensional chaotic system first studied by Shimizu 

and Morioka in 1980 as a simplified model for study-

ing the dynamics of the well-known Lorenz system 

for large Rayleigh number. The Shimizu-Morioka sys-

tem is defined by the following nonlinear equations. 

 

 

    

                                                             
(1) 

    

    

where are state variables, the dot (∙) on a 

variable indicates the derivative of the variable with 

respect to time t, while  α and β are positive parame-

ters [9]. In this system, stable symmetric and asym-

metric periodic motions as well as stochastic behav-

iour of trajectories, were discovered by Shimizu and 

Morioka through a computer simulation. The follow-

ing observations were presented by [9]: 

 

1. As in the Lorenz model, the Shimizu-Morioka 

system is invariant with respect to the substitu-

tion .  

2. System (1) has three equilibrium states: (0,0,0),  

( ,0,1) and  ( , 0,1). 

 

2.1.   Stability analysis of the equilibrium points  

 

The following observations and their proofs were pre-

sented by [10]: 

1. If 0  then system (1) has three isolated equilib-

rium points: , ,0,1) and ( , 0,1) 

and for 0 , it has only one isolated equilibrium 

point (0,0,0). 

2. The equilibrium point  is unstable for all  

 

3. The equilibrium point ,0,1) is asymptotically 

stable if and only if   where )2,0( . 

4. The equilibrium point ,0,1) is unstable if and 

only if   where )2,0( . 

2.2. Phase portrait of the Shimizu-Morioka chaotic 
system 

The Shimizu-Morioka chaotic system is described by 
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where we defined our  control parameters value as β = 

0.91 and    α = 0.365. Using a MATLAB/Simulink 

model, version 7.10.0 (R2010a) the phase portraits of 

the Shimizu-Morioka chaotic system in the xy, xz, yz, 

and xyz phase space were obtained as shown in Figure 

1 by a, b, c, and d respectively when initial conditions 

are chosen as 1.00 x , 1.00 y  and 1.00 z  
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Fig. 1:  Phase portrait of the Shimizu-Morioka 
chaotic system in the (a) xy, (b) xz, (c) yz, (d) xyz 
phase space. 

 

3.    Proposed cryptosystem  

The proposed encryption scheme consists basically, of 

two stages. The first stage is the confusion (mixing) 

stage and the second stage is the diffusion stage. In the 

confusion stage, we utilized the rich chaotic properties 

of the Shimizu-Morioka chaotic system to shuffle the 

image using initial conditions and control parameters 

as the key. In the diffusion stage, we generated a set 

of N (size of image per colour) random integer num-

bers that has irregularity and non-periodicity proper-

ties and performed MOD and bitXOR operations on 

the shuffled image using the random numbers in order 

to change the pixel values of the confused image. The 

resulting image is the cipher (encrypted) image. The 

decrypted image is obtained by applying the same op-

erations carried out in the encryption process using the 

same initial conditions and control parameters but in 

the reverse order. The detail algorithm for encryption 

and decryption processes is presented below. 

 

3.1.   Encryption algorithm 

1. Read RGB image from a file as I, 

2. Obtain the image dimension m x n x 3,  

3. Compute number of pixels per colour (N= m*n), 

4. Enter the parameters value for α, β, x0, y0, z0, h (h is 

the step size), 

5. Solve the Shimizu-Morioka chaotic system N times 

steps using the Euler’s method to obtain solutions in 

vector form as X, Y, Z, 

6. Add confusion to the solution using round function, 

7. Sort the vectors X, Y, and Z to obtain X1, Y1, and 

Z1 with their list of indices lx, ly, and lz. 

8. Define A, B, and C to be matrices for red, green and 

blue intensities respectively. 

9. Convert the A, B and C matrices to double to obtain 

A1, B1, and C1. 

10. Reshape A1, B1, and C1 into row vectors as 

A2, B2, and C2. 

11. Use the indices of the sorted solution of the 

Shimizu-Morioka chaotic system to scramble the 

row vectors A2, B2, and C2 and obtain new row 

vectors as A3, B3, and C3, 

12. Generate a set of N random integer numbers 

that has irregularity and non-periodicity properties.  

13. Perform MOD and bitXOR operations on A3, 

B3, and C3 and the random numbers to obtain our 

encrypted image as A4, B4, and C4. 

14. Reshape A4, B4, and C4 into m x n matrices 

to obtained A5, B5 and C5. 

15. Form the encrypted image as I1 by merging 

A5, B5 and C5. 

16. Convert the image I1 to uint8. 

17. Display the scrambled image I1. 

18. Save the encrypted image I1. 

 

3.2. Decryption algorithm 

 

1. Read the encrypted image I1, 

2. Convert the image to double, 

3. Define A6, B6, and C6 to be matrices for the red, 

green and blue respectively for I1. 

4. Convert A6, B6, and C6 to double as A7, B7, and 

C7. 

5. Reshape A7, B7, and C7 into row vectors to obtain 

A8, B8, and C8, 

6. Perform MOD and bitXOR operations using the set 

of N random integer numbers on A8, B8, and C8 to 

obtain the scrambled image as A9, B9, and C9. 

7. Reposition the entries in A9, B9, and C9 with the 

indices lx, ly, and lz to obtain new row vectors A10, 

B10, and C10, 

8. Reshape A10, B10, and C10 into square matrices to 

obtain A11, B11, and C11. 

9. Form the decrypted image as I2 by merging the A11, 

B11, and C11. 

10. Convert the image I2 to uint8. 

11. Display the decrypted image I2. 

12. Save the decrypted image I2 in a file 

4. Results and discussion 

 

4.1. Implementation  

In carrying out the practical aspect of this work, we 

used a standard test digital colour image of size 
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256x256, stored with TIF file format (Lena_colour.tif) 

as our input data for encryption as shown in Figure 2. 

We implemented the code in MATLAB version 

7.10.0 (R2010a) to simulate the proposed encryption 

algorithm. 

 

4.2. Results Obtained  

After applying the proposed algorithm to the plain 

image in Figure 2 using initial conditions and control 

parameters as the key, the following results were ob-

tained during the encryption processes as shown in 

Figures 3 and 4 below: 

 

Fig. 2: Original-image (Plain-image) 

 

Fig. 3: Red, green and blue channel of the plain, 
scrambled and cipher image. 

 

 

Fig. 4: (a) Scrambled (Confused) image, (b) Cipher 
image 

The decryption processes began with the cipher image 

(Figure 4b as input data.  The cipher image is first 

split into red, green and blue channels as shown in 

Figure 3. We then performed the  bitXOR and MOD 

operations using same set of random integer numbers 

to obtained undiffused image along the red, green and 

blue channel as shown in Figure 5. These Undiffused 

channels are then scrambled using the solutions ob-

tained from the Shimizu-Morioka chaotic system with 

same initial conditions and control parameters that 

were used as encryption key during the encryption 

process are used as decryption key. Figure 6 shows 

the unconfused image in the red, green and blue chan-

nel. Merging these channels resulted in a decrypted 

image as shown in Figure 7. 

 

 

 

 

 

Fig. 5:  Red, green and blue channels of the 
undiffused image. 

 

 

Fig. 6: Red, green and blue channels of the 
unconfused image 

 

 

Fig. 7: Decrypted image 
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5.  Security analysis 

 

With the application of an encryption algorithm to an 

image, it is expected that its pixel values change when 

compared with the original image. A good encryption 

algorithm must make these changes in an irregular 

manner and maximize the difference in pixel values 

between the original and the encrypted images. Also, 

to obtain a good encrypted image, it must be com-

posed of totally random patterns that do not reveal any 

of the features of the original image [13]. To test the 

robustness of the proposed scheme, security analysis 

such as the statistical analysis (which include histo-

gram uniformity analysis and the correlation coeffi-

cient analysis) and the differential analysis (which 

include the Number of Pixel Change Rate-NPCR and 

Unified Average Changing Intensity-UACI) was per-

formed.  

 

 

5.1. Histogram uniformity analysis 

 

For image encryption algorithm to be considered wor-

thy of use, the histogram of the encrypted image 

should satisfy these two properties [13]:  

 

1.   It must be totally different from the histogram of 

the original image. 

2.  It must have a uniform distribution, which means 

that the probability of occurrence of any gray scale 

value is the same. 

Looking at Figures 8 and 9, one can see that the plain 

and the scrambled image have the same histogram. 

However, the histogram of the encrypted (cipher) im-

age (see Fig. 10) is completely different from that of 

the plain image and also it is uniformly distributed 

thus; the proposed scheme has satisfied both the two 

conditions of histogram uniformity analysis which 

indicates that the attacker cannot obtain any hint about 

the plain image from the cipher image. 

 

 

Fig. 8: Histogram for red, green and blue channel of 
the plain image 

 

 

 

Fig. 9: Histogram for red, green and blue channel of 
the scrambled      (confused) image 
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Fig. 10: Histogram for red, green and blue channel 
of the encrypted    (diffused) image. 

 

 

 

5.2.   Correlation coefficient analysis 

 

A useful metric to assess the encryption quality of any 

image encryption algorithm is the correlation coeffi-

cient between adjacent pixels of the cipher-image. 

Correlation between two vertically adjacent pixels, 

two horizontally adjacent pixels and two diagonally 

adjacent pixels in the cipher-image were analyzed. 

The same correlation coefficients analysis was also 

obtained in the plain-image for comparison purposes. 

This metric is calculated as follows:  

)3(
)()(
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yDxD
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rxy 

        

 

where x and y are the values of two adjacent pixels in 

the cipher-image. In numerical computations, the fol-

lowing discrete formulas can be used:  
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where L is the number of pixels involved in the calcu-

lations. The closer the value of rxy to zero, the better 

the quality of the encryption algorithm will be [11, 13, 

and 14]. 

 

The correlation coefficient analysis in the plain and 

cipher image of Lena are shown in Figures 11 and 12 

respectively. From Figure 11, we can see that the 

plain image is strongly correlated with an average of 

about 0.94 while in Figure 12, we see that there is al-

most no correlation among the adjacent pixels in the 

cipher images as these can be seen clearly from their 

respective correlation values which is almost zero in 

all the three directions. This indicates that the attacker 

cannot obtain any information regarding the plain im-

age from the cipher image. 

 

 

 

Fig. 11: Correlation coefficient analysis of the 

Shimizu-Morioka chaotic image encryption scheme 
on plain image. 

 

5.3.   Sensitivity Analysis 

For an image encryption scheme to be able to resist 

the differential attack efficiently, it must be sensitive 

to small changes in the original image. That is, one 

small change in the plain image must cause a signifi-

cant change in the cipher image. To test the influence 

of only one-pixel change in the plain-image over the 

whole cipher-image, we used two common measures: 

The Number of Pixel Change Rate (NPCR) and the 

Unified Average Changing Intensity (UACI). The 

NPCR measures the percentage of different pixels’ 

numbers between the two cipher-images whose plain-

images only have one-pixel difference, whereas, the 

UACI measures the average intensity of differences 
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between the two cipher-images. They indicate the sen-

sitivity of the cipher-images to the minor change of 

plain-image. The formula for evaluating NPCR and 

UACI are as follows: 

 

 

 

Fig. 12: Correlation coefficient analysis of the 
Shimizu-Morioka chaotic image encryption scheme 
on cipher image. 
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where C1 and C2 denote the two ciphered images 

whose corresponding plain-images have only one-

pixel difference, the C1(i,j) and C2(i,j) represent the 

gray scale values of the pixels at grid (i,j) in the C1 

and C2 respectively, the D(i,j) is a binary matrix with 

the same size as the images C1 and C2 whose entries is 

determined from C1(i,j) and C2(i,j) by the following: if 

C1(i,j) = C2(i,j), then D(i,j) = 0, otherwise, D(i,j) = 1. 

The W and H are the width and height of the image [1, 

2, 7, and 15]. 

 

Although these two tests are compactly defined and 

are easy to calculate, test scores are difficult to inter-

pret in the sense of whether the performance is good 

enough. In [15], some findings on the acceptable 

NPCR and UACI scores for an image encryption 

scheme to be considered secured were made Theoreti-

cal values of NPCR and UACI scores of binary and 

gray images were evaluated at 0.05-level, 0.01-level 

and 0.001-level. Their results show that the type and 

size of image used have significant influence on the 

NPCR and UACI scores. An NPCR score is accepta-

ble if the experimental score is equals to or greater 

than the theoretical NPCR score. Also, for UACI 

score, the experimental UACI score should be on or 

within the theoretical UACI critical scores.  

 

Table 1 below present our experimental NPCR and 

UACI scores. The theoretical NPCR scores for gray 

images with size 256 x 256 at 0.05-level, 0.01-level 

and 0.001-level are 99.5693%, 99.5527% and 

99.5341% respectively [15]. Looking at our experi-

mental NPCR scores in Table 1, which is the average 

score for the red, green and blue component, (each 

colour is equivalent to a gray component), and it 

therefore shows that the proposed scheme has satis-

fied the requirement. The theoretical UACI critical 

values for gray images with size 256 x 256 at 0.05-

level, 0.01-level, and 0.001-level are 33.2824% - 

33.6447%, 33.2255% - 33.7016%, and 33.1594% - 

33.7677% respectively [15]. Also, the experimental 

UACI score in Table 1 has passed the requirement. 

Thus, the proposed scheme can withstand any differ-

ential attack. 

 

Table 1: The NPCR and the UACI Scores for the 
Proposed Scheme on Lena. 

NPCR (%) UACI (%) 

99.57 33.43 

 

6.  Conclusion 

To improve the security of image transmission, we 

proposed in this paper, a new confusion-diffusion 

cryptosystem which we achieved by utilizing the rich 

chaotic properties of the 3-D Shimizu-Morioka chaot-

ic system to shuffled the image. The encrypted image 

is obtained by performing bitXOR and MOD opera-

tions on the shuffled image using a set of generated 

random integer numbers that is non-periodic. The 

proposed scheme is tested on a standard test colour 

image- Lena.Tif. We also performed security analysis 

such as the histogram uniformity analysis, the correla-
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tion coefficient analysis, the NPCR and the UACI on 

the proposed scheme. From the experimental results 

obtained, the proposed scheme is highly secured and 

strong against the statistical, differential and brute-

force  attacks. 
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