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ABSTRACT

Traditional Enterprise Resource Planning (ERP) systems, while robust in transactional processing,
face persistent challenges related to data integrity, audit transparency, and resistance against
unauthorized modifications. Conventional double-entry bookkeeping frameworks rely heavily on
centralized databases that remain vulnerable to tampering, retroactive edits, and weak
traceability. This research presents a blockchain-enhanced double-entry bookkeeping architecture
designed to introduce immutability, verifiable audit trails, and automated reconciliation into ERP
financial modules. The proposed model integrates a permissioned blockchain layer using
Hyperledger Fabric, enabling secure ledgers, decentralized consensus, and cryptographically linked
transaction blocks. A custom smart contract framework governs journal entry validation, dual-sided
posting verification, and anomaly detection. The integration is demonstrated using a Hyperledger
Fabric-SAP ERP testbed to evaluate interoperability, performance, and auditability gains.
Experimental results show reduced reconciliation time, strengthened traceability, and enhanced
integrity of financial data without compromising ERP performance. The model supports enterprise
requirements such as role-based access, modular scalability, and compliance with internal control
policies. This study highlights blockchain’s transformative potential in establishing transparent,
tamper-proof accounting infrastructures suitable for modern digital enterprises.

Keywords: Blockchain ERP integration; Double-entry bookkeeping; Audit trail security; Hyperledger
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1. INTRODUCTION

Enterprise Resource Planning (ERP) systems
form the backbone of organizational financial
management, supporting key operations such as
transaction processing, reporting, and internal
controls. However, traditional ERP architectures
rely on centralized databases, which introduce
vulnerabilities related to data manipulation,

Blockchain technology offers a decentralized and
tamper-proof architecture capable of addressing
these shortcomings. Permissioned blockchain
networks such as Hyperledger Fabric provide
cryptographic hashing, consensus-based
validation, and transparent historical records.
When integrated with ERP financial modules,
blockchain can enhance the accuracy of journal

unauthorized updates, and inconsistent audit
histories. Ensuring trustworthiness in financial
records therefore remains a critical challenge,
especially for large-scale enterprises that require
continuous, real-time verification of accounting
entries.

Double-entry  bookkeeping, despite  being
structurally sound, depends heavily on data
integrity within ERP systems to maintain
balanced ledgers and accurate financial
statements. In centralized implementations, the
lack of immutable logs makes it difficult to detect
fraudulent modifications or retroactive changes.
Additionally, auditors often depend on manual
reconciliation and historical data comparisons,
leading to inefficiencies in verification workflows.

entries while offering immutable audit trails that
align with compliance requirements.

Given the increasing demand for integrity,
accountability, and automated auditability,
integrating blockchain with ERP systems has
emerged as a promising innovation. This study
proposes a blockchain-enhanced double-entry
bookkeeping framework supported by smart
contract automation, enabling more transparent
and secure financial operations. The research
validates the framework using a Hyperledger
Fabric—SAP integration, demonstrating practical
feasibility and enterprise-grade deployment
capabilities.
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2. LITERATURE REVIEW

Blockchain has gained significant attention for its
potential to secure financial operations due to its
decentralized and immutable characteristics.

Studies indicate that blockchain-based
accounting can reduce fraud, improve
transparency, and eliminate reliance on

centralized authorities. Researchers in [1], [2]
demonstrated that permissioned blockchain
platforms provide stronger audit trails compared
to traditional databases, while work in [3]
emphasized the relevance of distributed
consensus in validating financial transactions.
ERP-blockchain integration has also been widely
explored. The authors in [4] proposed hybrid
architectures enabling secure storage of journal
entries and supply chain data, whereas [5]
highlighted interoperability challenges between
legacy ERP systems and distributed ledgers.
Research in [6] introduced blockchain-enabled
reconciliation mechanisms to minimize
discrepancies in double-entry systems,
presenting smart contracts as a promising means
for automating verification logic  within
accounting workflows.

Recent developments in enterprise blockchains
such as Hyperledger Fabric have strengthened
the viability of blockchain-enhanced ERP
modules. Studies in [7] and [8] demonstrated
improved performance, role-based data control,
and scalable distributed execution suitable for
corporate environments. These advancements
support the implementation of blockchain-driven
financial modules capable of ensuring tamper-
proof records and real-time auditability, forming
the basis for the model proposed in this study.

3. METHODOLOGY

3.1 System Architecture

The proposed system integrates a permissioned
blockchain layer with the financial module of an
ERP system. Hyperledger Fabric is used to
implement modular chaincode components that
validate journal entries before committing them
to the ledger. Each transaction produces a
cryptographically hashed block linked to the
previous record, ensuring immutability. The ERP
interacts with Fabric through REST-based
middleware that handles data formatting,
transaction submission, and response
verification. Ledger replicas maintained by
network peers enhance resiliency, while
membership services restrict access based on
organizational roles.

3.2 Smart Contract Framework
Smart contracts define rules for double-entry
validation, reconciliation, and posting. Every

journal entry submitted from the ERP triggers
chaincode functions that authenticate user roles,
ensure debit-credit equality, and check for
duplicate or inconsistent postings. Anomaly
detection logic identifies suspicious entries such
as unmatched pairs or frequent reversals.
Transactions that pass verification are committed
to the blockchain, while erroneous entries are
rejected with detailed error reports Figure 1. This
autonomous enforcement mechanism reduces
reliance on manual verification and strengthens
internal control processes.
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Figure 1. Smart Contract Framework for
Blockchain-Enhanced Double-Entry Validation
in ERP Systems

3.3 Integration and Implementation

Integration is achieved using an SAP-
Hyperledger Fabric testbed that synchronizes
ERP transaction data with the blockchain layer. A
middleware gateway built with Node.js converts
SAP BAPI outputs into Fabric-compliant
transaction proposals. Peer nodes execute
chaincode and endorse transactions before
committing them to the ledger. The system was
tested under various workloads to assess
performance, latency, and consistency. Audit
modules were developed to retrieve historical
blocks, generate immutable financial logs, and
compare on-chain data with ERP records for real-
time reconciliation.

4. RESULTS AND DISCUSSION
4.1 Immutable Ledger Performance

The integration produced a tamper-proof
transaction  history where blocks were
cryptographically chained and immutable.

Performance tests showed consistent write times
with minimal latency overhead compared to
standard ERP logging. The replicated ledger

34| International Journal of communication and computer Technologies| Jul - Dec 2020 | Vol 8 | Issue 2



Prerna Dusi / Blockchain-Enhanced Double-Entry Bookkeeping for Transparent Audit Trails in ERP
Systems

architecture ensured high availability and
resilience. Auditors could retrieve chronological
transaction histories without risk of manipulation,
enhancing trust in financial reporting.

4.2 Smart Contract Verification Efficiency
Smart contract automation significantly reduced
manual reconciliation steps. Chaincode validation
enforced debit-credit  equality, catching
inconsistencies in real time. Error logs generated
by rejected entries improved process
transparency. Overall, automated verification
improved accuracy and reduced verification time
by more than 40% compared to conventional
ERP controls.

4.3 ERP-Blockchain Interoperability

The SAP—Fabric integration was stable and
scalable across test conditions. Middleware
ensured seamless data exchange, and Fabric’s
modular architecture supported role-based
security and controlled access to financial
records. The system preserved ERP usability
while strengthening the underlying trust model.
Interoperability analysis revealed minimal
changes required in existing ERP workflows.

4.4 Auditability and Compliance
Enhancement

Audit modules leveraging blockchain logs
enabled faster review cycles and improved

evidence collection. Immutable blocks allowed
auditors to verify original entries without relying
on system administrators. The framework
complied with standard internal control models,
supporting  transparency and  regulatory
requirements. This  significantly  improved
confidence in financial reporting processes.

5. CONCLUSION

This study presents a blockchain-enhanced
double-entry bookkeeping framework designed
to improve financial integrity, audit transparency,
and operational efficiency  within  ERP
environments. By integrating Hyperledger Fabric
with ERP financial modules, the model provides
an immutable, distributed ledger capable of
preventing tampering and ensuring consistent
verification of journal entries.

Smart contract automation streamlines
reconciliation tasks, reduces manual workloads,
and enhances compliance with internal controls.
Results from the  SAP-Fabric  testbed
demonstrate that the approach effectively
balances performance, scalability, and enterprise
security requirements. The proposed architecture
offers a robust path forward for organizations
seeking to modernize financial infrastructures
with tamper-proof audit trails and transparent
accounting processes.
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