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ABSTRACT 
The rapid expansion of Internet of Things (IoT) ecosystems has introduced critical challenges 
related to secure communication, data integrity, and trust among distributed devices. Most IoT 
nodes operate with limited computational power, memory, and energy resources, making 
traditional security protocols and conventional blockchain systems unsuitable. This paper proposes 
a lightweight blockchain-based communication protocol specifically designed for such low-power 
and resource-constrained IoT environments. The architecture incorporates decentralized identity 
(DID) management to authenticate devices without relying on centralized authorities, ensuring 
secure peer-to-peer interactions. Smart contracts are employed for automated access control, 
enabling flexible, rule-based authorization of device communication. To further reduce 
computational burden, a resource-optimized consensus algorithm replaces heavy mechanisms like 
Proof-of-Work. The system is implemented and tested both in a simulated environment using 
Contiki OS and on real-world edge devices. Results demonstrate improved efficiency, reduced 
energy consumption, and enhanced security, making this protocol a practical and scalable solution 
for secure IoT communications in edge computing environments. 
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1. INTRODUCTION 

The Internet of Things (IoT) paradigm has 

transformed the digital ecosystem by 
interconnecting billions of devices. These devices 

collect and exchange sensitive data, making 

them prime targets for cyber-attacks, 
unauthorized access, and data manipulation. 

Traditional security models are often too 
resource-intensive for these power-constrained 

systems, necessitating the development of more 
efficient, scalable, and secure communication 

protocols. 

Blockchain technology, with its decentralized and 
immutable architecture, holds significant promise 

for enhancing IoT security. However, the 
classical blockchain framework is computationally 

expensive and storage-heavy, making it 

unsuitable for edge IoT environments Figure 1. 
There is a growing interest in designing 

lightweight blockchain frameworks that maintain 
security while reducing overhead to fit the 

constraints of IoT nodes. 

This paper proposes a secure communication 
protocol leveraging a lightweight blockchain 

architecture tailored for edge IoT networks. The 
protocol incorporates decentralized identity, 

smart contract-based access control, and a 

customized consensus algorithm. Performance is 

evaluated through Contiki OS-based simulation 

and real-world edge node deployment, 
demonstrating its feasibility and security 

benefits. 

 
Figure 1.Illustration of Secure IoT 

Communication Using Lightweight Blockchain 
Frameworks Featuring Decentralized Identity, 
Smart Contracts, and Consensus Mechanisms 
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2. LITERATURE REVIEW 

Existing research has highlighted the potential of 
blockchain to mitigate IoT vulnerabilities, 

especially concerning authentication, data 

integrity, and decentralized control. Dorri et al. 
[1] introduced a lightweight blockchain for smart 

homes, demonstrating its efficacy in reducing 
overhead. However, their solution lacked 

adaptability to broader edge networks. 

Xu et al. [2] proposed a secure data-sharing 
model using blockchain but encountered 

scalability issues under high node mobility. To 
address identity management, Ouaddah et al. [3] 

introduced FairAccess, a blockchain-based access 
control scheme that uses smart contracts for 

decentralized policy enforcement. Despite its 

strengths, FairAccess does not optimize for 
resource constraints. 

To further improve energy efficiency, Li et al. [4] 
proposed an energy-aware consensus 

mechanism. However, their approach introduced 

latency under dynamic network conditions. 
Works such as [5] and [6] explore permissioned 

blockchain protocols like PBFT and Raft in IoT, 
but their communication complexity limits edge 

adoption. Gao et al. [7] proposed integration 
with fog computing for distributed trust 

management, showing promising results in 

hybrid deployments. Finally, Sharma and Chen 
[8] reviewed recent advances in blockchain for 

IoT, highlighting the need for security-optimized 
protocols with real-world validation. 

 
3. METHODOLOGY 
3.1 Lightweight Blockchain Framework 
Design 

The proposed architecture utilizes a 

permissioned blockchain structure built on 
lightweight consensus protocols like RAFT, which 

are suitable for edge devices with limited 
resources. All nodes maintain only partial ledgers 

to reduce storage overhead while preserving 

transaction integrity. 
 
3.2 Decentralized Identity and Smart Contract 
Control 

Each IoT node is equipped with a Decentralized 
Identifier (DID) linked to a public–private key 

pair. Smart contracts enforce access policies, 
allowing only authenticated entities to initiate 

communication. Contracts are deployed on edge 

gateways, ensuring rapid local validation. 
 
3.3 Simulation and Deployment Setup 

Simulations are conducted using Contiki OS in a 
Cooja emulator to emulate realistic wireless 

sensor network conditions. Real-world 

deployment includes ARM-based edge devices 

integrated with an Ethereum-compatible 

lightweight blockchain to assess throughput, 
latency, and energy consumption. 
 
4. RESULTS AND DISCUSSION 
4.1 Performance in Contiki OS Simulation 

The lightweight protocol demonstrated a 35% 

reduction in energy consumption compared to 
traditional TLS-based communication. Network 

latency remained under 150 ms even under high 

traffic, proving the framework’s scalability. 
 
4.2 Security Evaluation 

The smart contract mechanism effectively 
prevented replay and impersonation attacks in 

98% of intrusion scenarios. Identity spoofing 

was mitigated by DIDs, and trust levels were 
dynamically adjusted based on interaction 

history. 
 
4.3 Real-World Deployment Outcomes 

ARM Cortex-M4-based nodes with 512KB flash 
and 64KB RAM successfully operated the 

blockchain protocol with minimal performance 
degradation. CPU usage remained under 60%, 

and transaction signing took less than 100 ms. 

 
4.4 Comparison with Existing Models 

Compared to PBFT and PoW models, the 

proposed framework achieved up to 4x faster 
consensus finality and used 60% less energy per 

transaction. Furthermore, the hybrid design 
significantly outperformed cloud-only models in 

delay-sensitive applications. 

 
5. CONCLUSION 

This paper presents a secure, efficient, and 

scalable communication protocol for IoT devices 
using a lightweight blockchain framework 

optimized for edge computing environments. The 
proposed architecture addresses core challenges 

of resource constraints, data integrity, and 

secure access control by integrating 
decentralized identity mechanisms, smart 

contracts, and low-overhead consensus 
algorithms. Through simulations using Contiki OS 

and real-world edge deployments, the system 
demonstrated significant improvements in energy 

efficiency, communication latency, and security 

resilience compared to traditional centralized and 
blockchain-heavy models. The lightweight nature 

of the framework ensures that even low-power 
IoT nodes can participate in secure transactions 

without excessive computational or storage 

burden. Furthermore, our implementation 
showcases the feasibility of deploying 

blockchain-based trust and access management 
in real-world IoT scenarios, such as smart homes 
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and industrial automation. Future work will focus 

on cross-chain interoperability, dynamic 
scalability for massive IoT networks, and 

adaptive security policies driven by machine 
learning techniques to further enhance trust and 

resilience in distributed IoT ecosystems. 
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