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ABSTRACT

This article presents a blockchain-anchored verification architecture for SWIFT-based multi-bank
settlement flows, designed to ensure message integrity without altering the structure or routing
behavior of SWIFT messaging. In the proposed model, a cryptographic hash of each outgoing
payment instruction is generated at the treasury source and committed to a distributed ledger as
an immutable reference point. Receiving institutions recompute the hash locally and compare it
against the on-chain commitment to confirm that the message has not been modified during
transmission. This approach provides tamper-evident integrity validation, improves cross-bank
transparency, and reduces reliance on manual reconciliation, while introducing negligible
operational overhead due to parallel anchoring and verification processes. The resulting settlement
workflow preserves confidentiality, regulatory compliance, and operational efficiency while
providing cryptographically verifiable assurance of message authenticity across correspondent

banking networks.
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1. INTRODUCTION

Multi-bank settlement workflows rely heavily on
the correctness, integrity, and auditability of
SWIFT messages exchanged between corporate
treasury systems and correspondent banking
networks. Traditionally, SWIFT messaging has
operated under a trust-based relay model, where
message authenticity is ensured through secure

network routing rather than independent
verification checkpoints outside the SWIFT
infrastructure itself. However, as corporate

treasury operations expanded across multiple
banking partners and regions, the lack of
tamper-evident, cross-institution  validation
mechanisms introduced risks of undetected
message alteration, delayed dispute resolution,
and limited transparency in settlement
reconciliation processes [1]. These gaps became
increasingly visible in environments where bulk
settlements, foreign exchange clearing, and
liquidity movements traverse complex banking
hierarchies.

Prior to distributed ledger applications, message

verification relied on centralized audit logs,
bilateral bank confirmations, and internal
compliance checks embedded in treasury

management systems. While these mechanisms
confirmed operational correctness within a single
institution, they did not offer an independent,
cryptographically provable verification layer

spanning multiple banks [2]. In situations where
a correspondent or intermediary bank modified
instruction dataintentionally or
unintentionallydownstream  institutions  had
limited methods to reconstruct and confirm the
original authorization state. The absence of
shared, tamper-resistant verification anchors
meant that dispute analysis depended heavily on
trust, archival logs, and manual coordination
across institutions, resulting in Ilatency,
operational overhead, and settlement uncertainty
[3].

Blockchain systems introduced an alternative
model in which verification can occur outside the
message relay channel while preserving
confidentiality of the transaction payload. Rather
than storing entire SWIFT messages on-chain, a
hash commitment model anchors a cryptographic
digest of each settlement instruction on a
distributed ledger [4]. This enables any
participant to verify message integrity at any
future point without exposing financial data or
violating regulatory confidentiality requirements.
The ledger functions as an immutable, time-
stamped evidence layer, complementingnot
replacingexisting SWIFT rails. In this model,
SWIFT continues to perform message routing,
while the blockchain provides a tamper-proof
verification reference.
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The placement of a verification layer between
SWIFT gateways and settlement banks provides
value particularly in  multi-bank treasury
networks, where outgoing instructions from the
corporate side may pass through several
correspondent institutions before final settlement
[5]. Each institution, upon receiving the
message, can compute the hash of the payload
and compare it to the on-chain commitment. If
the hash matches, the instruction is verified as
authentic. If there is a mismatch, the instruction
can be halted or escalated immediately. This
approach eliminates the dependency on post-
settlement investigations and enables proactive
discrepancy detection.

This method also enhances operational
transparency in interbank reconciliation and
dispute resolution. When discrepancies occur in
high-value transfers or foreign exchange
settlements, institutions often perform manual
reconciliation cycles involving audit logs,
payment trace IDs, and internal approval records
[6]. By having a distributed, non-repudiable
verification layer, the investigating parties no
longer need to rely on subjective interpretations
or institution-specific logging formats. Instead,
the blockchain acts as a shared reference,
reducing the complexity and duration of
exception handling.

Importantly, the blockchain anchoring approach
does not require changes to SWIFT message
structure or bank-side processing logic. The
integration occurs as an overlay, generating and
anchoring cryptographic commitments for each
instruction while leaving message fields, MT/ISO
structures, and routing paths unchanged [7].
This design minimizes adoption friction and
ensures compliance with existing financial
network governance models. It also aligns with
SWIFT’s own modernization initiatives, including
structured data validation and multi-layer
integrity checking frameworks that emerged in
the mid-2010s.

As  regulatory  environments increasingly
emphasize auditability, operational assurance,
and traceability in cross-border financial flows,
blockchain-anchored verification layers offer a
way to strengthen control without altering
settlement infrastructure or introducing new
messaging protocols [8]. The resulting
architecture supports tamper-evident
authorization validation, faster discrepancy
identification, and a cryptographically provable
history of transaction integrity across banking
boundaries, making it a strong candidate for
treasury  operations  involving  multi-bank
settlement arrangements.

2. Verification Architecture

The verification architecture introduces an
additional integrity layer alongside traditional
SWIFT settlement messaging, ensuring that the
content of each payment instruction can be
validated independently of the message
transmission path. As shown in Figure 1, the
architecture does not replace or modify SWIFT
infrastructure; rather, it adds a blockchain-based
anchoring  mechanism that records a
cryptographic commitment of each outgoing
message. This creates a parallel verification
channel where message authenticity can be
confirmed even if intermediaries, correspondent
banks, or internal systems encounter tampering,
routing anomalies, or processing discrepancies
during settlement.
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Figure 1. Blockchain-Anchored SWIFT
Settlement Architecture

The architecture begins inside the corporate
treasury or ERP system where payment
instructions are prepared and formatted into MT
or ISO 20022—compliant structures. Before the
message is sent to the SWIFT connector, a
verification component computes a deterministic
cryptographic hash of the message or a
structured subset of its fields. This hash
functions as a compact digital fingerprint of the
payment instruction. No financial content or
proprietary data is placed on-chain; instead, only
this hash is anchored. This ensures regulatory
confidentiality is maintained while still enabling
independent verification of message integrity at
any stage in the settlement lifecycle.

The SWIFT connector (often implemented using
Alliance Access or a bank-provided secure
messaging adapter) continues to perform its
standard role of routing messages to the SWIFT
network. The verification layer operates in
parallel rather than in-line, meaning that
messaging performance is not impacted. The
hash commitment is transmitted to the
blockchain anchor node, where it is recorded
within a block alongside timestamp and
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sequence metadata. Because the blockchain
ledger is append-only and tamper-resistant, the
stored commitment cannot be altered
retroactively, providing immutable proof of the
message’s original state.

On the blockchain side, the architecture supports
either a permissioned or consortium ledger
configuration. In multi-bank  settlement
arrangements, a shared ledger controlled by
participating institutions ensures that each bank
has access to the same verification reference.
When a settlement bank receives the SWIFT
message, it locally recalculates the hash from the
message payload and compares it against the
on-chain commitment. If the computed hash
matches the stored value, the bank confirms the
message is authentic and unmodified. If the
values differ, the bank can halt processing and
initiate investigation before any funds are moved.
The verification layer also supports time-based
anchoring strategies. For high-volume settlement
flows, multiple SWIFT messages may be batched
before anchoring as a Merkle tree root
commitment. This reduces anchoring overhead
while still enabling verification of individual
messages within the batch. The verification
service thus becomes a scalable integrity control,
applicable whether a treasury executes dozens or
thousands of payments per day. The coordinator
logic ensures that the blockchain anchoring
frequency and granularity can be adjusted based
on transaction criticality, regulatory requirement,
or operational preference.

Interoperability with existing bank systems is
central to the architecture. The design does not
require changes to SWIFT MT or ISO message
formatting, clearing workflows, or internal core
banking systems. Settlement banks simply add a
lightweight verification check that compares the
received message hash with the anchored hash
stored in the ledger. This compatibility-focused
design is essential for real-world deployment,
where banking infrastructure, compliance
modules, and messaging adapters are tightly
controlled and rarely modified without extensive
certification.

Auditability is enhanced by the blockchain
anchor’'s immutable history. Because each
commitment is timestamped and recorded in
sequence, auditors and compliance teams gain a
traceable evidence chain linking the original
payment instruction, the originating treasury
approval event, and the settlement confirmation.
This reduces the complexity of payment dispute
resolution, as investigators no longer require
subjective data reconstruction from multiple
banks’ internal logs. Instead, the blockchain acts

as a shared, authoritative verification checkpoint
across institutional boundaries.

Overall, the verification architecture enables a
hybrid trust model in which SWIFT continues to
operate as the global financial messaging
backbone, while the blockchain anchor provides
an independent, tamper-evident validation layer.
By operating unobtrusively and without changing
core payment structures, the architecture
supports  secure, multi-bank  settlement
workflows while aligning with operational
governance standards, regulatory oversight
expectations, and  system performance
constraints. The result is a settlement ecosystem
that is more transparent, resilient, and verifiable
without requiring structural changes to existing
banking networks.

3. Message Integrity Validation

Message integrity validation ensures that the
SWIFT instruction received by a settlement bank
is exactly the same as the one originally issued

by the corporate treasury system. In this
architecture, validation is performed not by
comparing logs or relying on internal

reconciliation checkpoints, but by verifying the
message against an on-chain cryptographic
commitment recorded at the moment of
initiation. As shown in Figure 2, the validation
workflow begins when the originating treasury
system computes a hash of the final SWIFT
message payload, including the payment
amount, beneficiary details, currency, and
settlement instructions. This hash acts as a
digital fingerprint that uniquely represents the
message without exposing any confidential
business information.
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Figure 2. On-Chain Commitment and SWIFT
Message Hash Verification
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Once the hash is generated, it is transmitted to
the verification service, which anchors it to the
blockchain layer. The anchoring process records
the hash inside a block along with metadata such
as a timestamp, ledger index, message category,
and optionally a pseudonymous sender identifier.
Because the blockchain ledger is tamper-
resistant and append-only, this commitment
serves as a permanent record of the message’s
original state at the moment of authorization.
Importantly, the original SWIFT message
continues along the standard routing path
through the SWIFT network toward the
settlement bank; the blockchain layer does not
interfere  with or modify the message
transmission flow.

When the receiving bank obtains the SWIFT
payment instruction, it locally computes the hash
of the message once again using the same
deterministic hashing function applied by the
originating treasury. This ensures that both
parties derive the same representation of the
message structure and content. The locally
computed hash is then compared against the
hash stored in the blockchain. If the two values
match, the receiving bank can assert with
mathematical certainty that the message is
authentic and has not been altered by any
intermediary, relay, or internal message
translation component.

If the computed hash does not match the on-
chain record, the settlement process is halted or
routed into an exception handling state. This
proactive  discrepancy  detection prevents
unauthorized payments from being executed,
even in scenarios where a compromised system
attempts to modify message content after the
treasury initiates it. In this way, message
integrity  validation provides a defensive
checkpoint that operates independently of the
routing network, eliminating reliance on trust-
based assumptions about intermediary systems
or correspondent banks.

The validation process also applies to multi-bank
settlement arrangements where the same
outgoing payment instruction may be relayed
through multiple correspondent nodes. Each
participating bank, upon receiving the
instruction, performs the same hash computation
and comparison check. Because the blockchain
anchor serves as a shared, neutral reference,
there is no need for cross-institution log
reconciliation, secondary confirmation messages,
or dispute-driven audit exchanges. The validation
becomes instantaneous, deterministicc and
operationally consistent across all participants.

In cases where multiple instructions are
processed in batches rather than individually, the
validation architecture supports Merkle-root
commitment. The treasury system computes a
Merkle tree of all outgoing message hashes and
stores only the root hash on-chain. Any receiving
bank can verify its specific message by
reconstructing the Merkle path from the
individual message hash to the root. This
approach significantly reduces on-chain data
requirements while maintaining full message-
level verifiability, making the system scalable for
high-volume clearing operations.

The integrity validation layer also provides
retrospective audit assurance. When an internal
or regulatory review occurs, investigators can
retrieve the original on-chain hash and compare
it against archived SWIFT message copies.
Because the blockchain anchor is timestamped
and irreversible, it serves as a cryptographic
evidence source proving what was authorized
and transmitted at a specific point in time. This
eliminates ambiguity in audit investigations,
particularly in disputes where institutions
disagree on message state or processing
sequence.

The separation of message transport and
message validation is a key principle of this
architecture. SWIFT continues to function solely
as a messaging network, while the blockchain
acts as a state verification reference. This
separation prevents operational disruption and
avoids requiring changes to existing SWIFT
formats, bank middleware, or clearing workflows.
Banks can adopt the validation mechanism
incrementally, enabling phased deployment
without  interrupting  existing  settlement
processes.

Overall, the on-chain commitment and message
hash verification workflow enhances trust,
reduces reliance on manual settlement checks,
and significantly mitigates the operational and
financial risk associated with message tampering,

translation inconsistencies, and unauthorized
instruction modification. By  embedding
cryptographic  validation directly into the

settlement lifecycle, the architecture ensures that
multi-bank  payment execution remains
consistent, transparent, and tamper-evident from
origin to final settlement.

4. Performance Evaluation

The introduction of a blockchain-anchored
verification layer introduces minimal disruption to
the existing SWIFT settlement workflow because
the verification operations are executed in
parallel rather than inline with the message
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transmission path. The treasury system
generates the message hash locally before
sending the instruction to the SWIFT network,
and the receiving institution performs the
validation while preparing the message for
settlement. This ensures that the anchoring and
verification processes do not delay message
routing or queuing at the SWIFT gateway. The
evaluation focuses on measuring the incremental
computational cost of hashing, anchoring, and
verification, as well as the effect on end-to-end
settlement timing.

Hash computation time is negligible relative to
the overall settlement lifecycle. For standard MT-
series SWIFT messages and ISO 20022 XML
payloads, the SHA-256 hash calculation typically
completes in under 1 millisecond in production-
grade treasury servers. The cost of anchoring the
hash to the blockchain depends on the
consensus mechanism of the underlying ledger.
In  permissioned blockchains with  high-
throughput validation nodes, anchoring latency
ranges from 80 to 300 milliseconds, which is
consistent with standard message logging
latency in financial gateways. Because this
anchoring process occurs concurrently and not
on the SWIFT transmission path, it does not add
to message relay time.

On the receiving bank side, the message
integrity check is similarly lightweight. Upon
receiving the payment instruction, the settlement
system performs a local hash calculation and
retrieves the corresponding on-chain
commitment. If a local caching mechanism is
used, on-chain lookup is reduced to a single read
operation against a synchronized ledger node.
This validation typically takes between 50 and
200 milliseconds. Since settlement processing at
the bank involves multiple internal checks,
compliance evaluations, and batch queue
handling, this additional verification step remains
well within operational performance limits.
End-to-end settlement times were evaluated
across three operational configurations: standard
SWIFT transmission without external verification,
SWIFT with internal audit ledger logging, and
SWIFT with blockchain-anchored validation. The
comparative timing results are summarized in
Table 1. The blockchain-anchored model yielded
settlement speeds comparable to the internal
audit ledger approach, with only marginal
additional processing latency. Importantly, the
blockchain-based model provides a tamper-
evident audit trail that does not rely on any
single institution's internal logging systems,
offering stronger assurance without
compromising execution timing.

Table 1. Verification Overhead and Settlement Timing Comparison

Settlement Message Ledger/Verification | End-to-End Integrity
Configuration Hashing Time Settlement Guarantee
Time Time
SWIFT Only N/A N/A Standard Trust-based
settlement
time
SWIFT + Internal | ~1 ms 50-120 ms Standard Institution-specific
Audit Ledger settlement
time
SWIFT + | ~1ms 80-300 ms (parallel) | Standard Cryptographically
Blockchain settlement verifiable
Anchor Layer time

Operational environments involving high-volume
settlement flows benefit from the system's
capability to batch verification commitments.
When messages are grouped and represented by
a Merkle root, anchoring overhead is further
reduced, and verification remains traceable to
individual instructions. This allows the solution to
scale  without increasing message-level
processing time, preserving stability under heavy
transaction throughput conditions common in
treasury operations involving intraday liquidity
movements and FX clearing.

The performance evaluation shows that the
blockchain-anchored verification  architecture
preserves the operational performance profile of
existing SWIFT-based settlement flows while
materially improving message integrity
guarantees. The modest overhead introduced by
hashing and ledger lookups is insignificant
compared to the reduction in dispute resolution
time, elimination of manual audit tracing, and
enhanced  cross-bank  transparency. The
architecture therefore strengthens security and
accountability while maintaining production-
grade efficiency.
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5. CONCLUSION

The integration of a blockchain-anchored
verification layer into SWIFT-based settlement
workflows strengthens message integrity in
multi-bank  treasury environments  without
altering core messaging infrastructure. By
anchoring a cryptographic hash of each payment
instruction to a distributed ledger at the moment
of authorization, the system ensures that any
receiving institution can independently verify that
the instruction remained unmodified during
transmission. This creates a tamper-evident audit
trail that enhances trust among correspondent
banks and reduces reliance on internal system
logs or institution-specific  reconciliation
processes. The approach preserves
confidentiality by anchoring only message
fingerprints, ensuring that commercially sensitive
details remain protected.

Operational performance remains consistent with
traditional settlement paths because the
verification operations occur in parallel with
SWIFT message transmission, rather than adding
checkpoints along the routing chain. Hash
computation and on-chain commitment introduce
negligible overhead, and message integrity
validation at the receiving bank aligns naturally
with existing settlement processing steps. As
demonstrated in the performance evaluation, the
additional processing latency is minimal and does
not affect end-to-end settlement timing. This
makes the architecture deployable within
production treasury environments, including
those with high transaction volumes or multi-
region liquidity operations.

The blockchain-based verification layer ultimately
enhances transparency, reduces disputes, and
improves auditability across the multi-bank
settlement lifecycle. It ensures that message
integrity can be cryptographically proven rather

than inferred from system trust or post-event
analysis. This positions the architecture as a
viable enhancement for regulated financial
environments seeking stronger control assurance
and verifiable settlement integrity. As financial
networks continue to modernize and adopt
hybrid models that blend existing messaging
standards with distributed verification layers, the
proposed approach provides a practical and
forward-compatible pathway for improving trust
and resilience in cross-institutional treasury
settlements.
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