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ABSTRACT 
The idea of text-in-image steganography is to embed the confidential text data into an image and to 
produce a high quality of stego image. Nowadays the stego image generated from text-in-image 
steganography process has been used majorly in surveillance and remote sensing applications. It plays a 
crucial role in improving security and remote sensing applications. This paper is introducing a text-in- 
image steganography framework. In this algorithm, a unique hiding rule is constructed by using huffman 
codng, curve-let transform and RPE techniques. The huffman coding technique helps to generate the 
"ciphertext" from the confidential data. The curve-let transform is used to generate the “detailed” and 
“approximation” coefficients. The hiding of confidential data in "detail" coefficient is done with using 
RPE technique. Stego image reconstruction is done with using inverse curve-let transform. The proposed 
framework has produced superior results in terms of metric values, visual quality and payload capacity. 
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1. Introduction 

These days, the interpersonal sharing of data is 
becoming easily because of the utilization of cell 

phones and web [5]. In this case, the safe transfer 

of personal information from one person to another 
is a major challenge [5][6]. The security of 

information transfer is mainly compromised by 
intruders. In such circumstances, information 

concealing methods are exceptionally useful to 
keep the data secured from hackers. Three 

principal plausible procedures are accessible for 

information concealing which are cryptography, 
watermarking and steganography. 

Watermarking conceals ownership information in 
source data [1]. It is fundamentally used to 

secure ownership data. Cryptography changes the 

readable data into "ciphertext" [5]. In any case, 
previously mentioned methods don't give total 

invulnerability from information  
breaches [7]. Steganography conceal the secret 

data which might be text, video, audio or image 
into cover medium. The cover medium may be 

text, video, audio or image [2][3]. The mix of 

cryptography and steganography methods gives a 
preferred security over the individual strategies [9]. 

In steganography, stego image can be produced by 
utilizing a few methods like Spread spectrum 

technique, Spatial domain techniques, Transform 

domain technique, Statistical technique, Masking 
and Filtering technique, Distortion technique, and 

so on, [8][1]. The secret information is directly 

incorporated into the cover object without any 
adjustments in the spatial domain approach. It is 

further characterized  into  Random Pixel  
Embedding  technique (RPE)  and Least  Significant  

Bit  (LSB)  [2]. 
Increased payload capacity is a benefit of the spatial 

domain approach. The level of security, on the other 

hand, is moderate. 
Information is embedded in a noise sequence via 

the spread spectrum approach, resulting in 
scrambled data. The scrambled data is  

embedded in the cover image to create the stego 

image [5]. This makes it harder to recover secret 
information at the receiver. The stego object is 

created using the transform domain technique, 
which involves hiding the secret data in sub-

bands of the cover object [4].This improves 
security at the expense of payload capacity. 

In order to obtain the stego object, the distortion 

technique alters the cover object based on the 
hidden data. As a result, the output contains a 

significant quantity of noise [1]. The secret 
information is hidden in prominent areas of the 

cover media using the masking and filtering 

approach. The target object is plainly visible in this 
case, hence it is only utilised for copy right purposes 

[3]. 
 

2. Proposed Method 

Block diagram of introduced algorithm has been 

shown in Figure. 1. First the confidential data is 
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converted into "ciphertext" by huffman coding. Later 
the cover image is resized into 256 × 256. In order 

to produce stego image, the steganography 
operation is performed on cover image and 

"ciphertext" by using curve-let transform and RPE 

technique. 
 

2.1 Huffman Coding 

The hufman coding helps to generate the 
"ciphertext" from the readable data. The word 

"WELCOME" is treated as a confidential data. The 

generation procedure of "ciphertext"  from the 
readable data is described as follows. 

Step 1: The letters of the confidential data are 
taken as symbols. Hence, the symbols of the 

considering word are "WELCOM". In a given 

word, the letter 'E' is repeated in two times. So, 
we didn't consider the second time repeated letters. 

Step 2: Next, we need to find the count of each 
letter in the confidential data. This count is utilized 

to find the probabilities of symbols. The count of 

each letter in a given word is as follows. 

 

W E L C O M 

1 2 1 1 1 1 

 
Step 3: The probabilities of the symbols are 

calculated by using the output of step 2. It can be 
achieved by using the following formula. 

Probability of each symbol =   Count value of each 

symbol / Total characters of confidential data. The 
probabilities of a step 2 output are as follows. 

 
 

 

 
 

 
Step 4: The dictionary values of the symbols are 

calculated based on probabilities by using the 

algorithm of maximum variance. The dictionary 

value of each symbol is represented as follows. 

 

W E L C O M 

011 00 010 101 100 11 

 

Step 5: In order to generate the "ciphertext", first 

we need to assign the correspondent dictionary 
value on each character of the confidential data. 

Later, all dictionary values of confidential data are 
concatenated to produce long length binary data. 

Finally, the long length binary data is split into 8 bit 

binary code-words. The integer forms of binary code-
words are act as a "ciphertext". 

The step 5 output of given word is as follows. 

 

W E L C  O M E 

011 00 010 101  100 11 00 

01100010  10110011  0000000    

 

98 179 0 
 

2.2 Steganography Operation 

This operation is used to generate the stego 

image by using the curve-let transform and RPE 
technique. First, the curve-let transform is applied 

on resized cover image to generate the “detailed” 
and “approximation” coefficients. The detailed 

coefficients contain insignificant information of the 

cover image. The "approximation" coefficients 
contain the significant information of the cover 

image. Here we need to select the "detail" 
coefficients to conceal the confidential data. 

Because, the human eyes are cannot detect 

abnormal changes in detail coefficients. The 

"ciphertext obtained from the section 2.1 is 
concealed in "detail" coefficients of the cover 

image by using RPE technique. The inverse curve-
let transform is applied on "approximation" and 

embedded "detail" coefficients to produce stego 

image. 
 

3. Results And Discussions 

The results of the proposed method are discussed in 

this section. The confidential data is generated by 
the random generator. The cover images are 

W E L C O M 

0.1429 0.2857 0.1429 0.1429 0.1429 0.1429 
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downloaded from the "public domain" database. 
Initially, the "ciphertext" is generated by the 

confidential  data  using huffman coding.  Next,  we 
consider  the"cameraman" cover image is shown in 

figure 2. Now, we apply the curve-let transform on 

cover image. The "approximation" and "detail" 
coefficients of "cameraman" cover image is shown in 

figure 3. Finally, the "ciphertext" is concealed in 
"detail" coefficients of the cover image. In order to 

produce stego image, the inverse curve-let 
transform is applied on "approximation" and 

embedded "detail" coefficients. The resultant image 

is shown in figure 4. 

 
 

 
  

Fig.2: Cameraman Cover image        Fig.3: Curve-let Coefficients             Fig.4: Stego image 
 

This algorithm is also tested with different cover 
images are shown in figure 5. The resultant 

images of this algorithm are shown in figure 6. 

 

 
 
 

 
 

 
 

4. Metric Values of Proposed Method 

In this paper, quality metrics are used to judge the 
quality of the proposed method. The "correlation 

(CORR)", "peak signal to noise ratio (PSNR)" and 
"number of pixels change in rate (NPCR)" are the 

metrics used to evaluate the quality of proposed 

method. The proposed method metrics compared 

with several methods likes "HED" [3], "WPT-NS" [2], 
"DE-DWT" [4], "MWLE-IWT" [1]. 
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Tables 1-3 compare the steganography metrics 

values for the "cameraman image," "lena image," 

"baboon image," and "barbara image." Tables 1-3 
clearly illustrate that the suggested method has 

significantly higher metric values than previous 
methods. When compared to similar current 

methodologies, these findings clearly show that the 

suggested framework stego image has achieved 
good visual quality, higher payload capacity, and 

sufficient metric values. 
 

5. Conclusion 

Curve-let transform based 'text-in-image 

steganography ' framework using huffman coding 
has been proposed in this paper for producing high 

quality stego image. Huffman coding has been used 
in this algorithm for generating the "ciphertext". An 

efficient multi-scale direction transform which is 

known as curve-let transform has been applied on 
resized cover images in order to produce 

“approximation” and “detailed” coefficients.  
The hiding of confidential data in "detail" 

coefficient is done with using RPE technique. Stego 

image reconstruction is done with using inverse 

curve-let transform. The proposed framework has 

produced superior results in terms of metric values, 
visual quality and payload capacity. 
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